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s 7 Foir(Narrowband Microwave)

= 5y i, 4oGSM(Global System for
Mob1le Communlcatlons) 3G

s B HEF(Spread Spectrum)

= [SM:2.4-2.4830GHz, 5. 25-
2. 30GHz, 5. 725-0. 820GHZ

n ot RHEF(Infrared, IR)
= (00-1500nm
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m 802.11

s Bluetooth

n T AR ) - BT, low power,
short distance.

IR RT3 =
s 2G GSM

= 2.9G GPRS
= 3G WAP

= 802. I6(WiMAX)
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i Bluetooth

m Bluetooth 1994 # ¢ Ericsson % 2

= Bluetooth#% &EFEHE ~ m & ~ M
BEL S HRAEE 2 3 %%7A),
R - BRAR TS BRELS
@ﬁ%.

m 2 * [SMen2, AGHE £
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£ I )

m GSMiZFsV i 7 d 7 35 % 5u
= GSMY00MHZ, GSM1800MHzZ, GSM1900MHZ

= GSMz# % 9. 6kbps, @éfﬁ:é 13. 4kpbs,
HSCSD(High Speed Circuit Switched
Data)if sx i BB (TP BE & 7 &
38. 4kps.

s GPRS(General Packet Radio Service)
¥ 1% 1 15kbps.
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£ I )

= 3G, 2Mbps

= WCDMA(wideband code division
multiple access) & 3Gi— fhts 2, ¥ &
2Mbps, (&)
= CDMA 2000 (% B9)
= PHS(personal handphone system), NTT
=3+ e m R T, 64k-128Kk
= TD-SCDMA (= k£)
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i WiMAX

= Worldwide Interoperability for Microwave
Access

= |[EEE 802.16e

= /OMDb/s

= OFDM

= Replace ADSL

= 50km

= But GSM%{?{E‘,H{,&ELong Term Evolution (LTE)
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i Wireless Network

= GSM,PHS,3G ...
« Moblility&Range High
=« Data rate low(<2Mb/s)
= High cost

= Wireless Lan 802.11a/b/g....

= Moblility&Range low
»« Data rate High(>11Mb/s)
= LOw cost
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i Wireless AP /il

= 2007# = % 18P yahoop | "REAALE

i AR A e
= r_]’i’ '%Zﬂ ’*' m;ﬂi 4,&1[1!}44 ‘;;1:4 ‘/]
~40dbn(0. 0001mw)( = % 3 :§) 1

\'."'

—70dbm(0. 0000001mw) (510 = = ig)

2 5 R RER T H FALE Imw/ cm?
n B ORRF BT TR L ATIR, £ ¥
2. 4GHz(802. 11bg) % 5GHz(802. 11a) &
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i IEEE 802.11 History

s 1990.IEEE 802.11 committee
s 1997, IEEE 802.11 standard=>1,2M

= 1999, WECA(Wireless Ethernet
Compatibility Alliance)=>802.11a,b

= Intel ~ Intersil ~ IBM ~ Nokia -~ Lucent ~
Compag ~ Toshiba...

= WI FI (wireless fidelity )
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i ANSI/IEEE 802.11

Wireless LAN Medium Access Control(MAC)
and Physical Layer(PHY) Specifications
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#802.11 Design Issue

he media iImpact the design

= Neither absolute nor readily observable
boundaries

= Unprotected from outside signals

= Less reliable than wired PHYs

= Dynamic topologies

= Lack full connectivity

= TiIme-varing and asymmetric propagation
properties
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802.11 1SO Model

Application

-
Session
Matwark
aperating
Transpaort
system ) o
{NDS)
Wetwork
s
([ b ]
Link
802.11 «
Physical
o

TCP

Logical Link Control (LLC) =802.2

Media Access Control (MAC) —Power, security, etc,

FH, DS, IR, CCK(B), OFDM(a)
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802.11 Componets(1)

= Wireless Medium(WM)
= The medium used to implement a wireless LAN
= Station(STA)

= Any device that contains an 802.11 conformant MAC and PHY
Interface to the wireless medium

s Station Service

= The set of services that support transport of MSDU(Mac Service
Data Units) between Stations within a BSS

= Basic Service Set(BSS)
= The BSS is the basic building block of an 802.11 LAN
= Distribution system(DS)
= A system used to interconnect a set of BSSs to create an ESS
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i 802.11 Componets(2)

= Distribution System Services(DSS)

= The set of services provided by the DS which enable the
MAC to transport MSDUs between BSSs within an ESS

= Access Point(AP):

= Any entity that has STA functionality and provides access to
the DS

= An AP is a STA which provides access to the DS by providing
DS services in addition to Station Services.

2009/11/24 802.11 by Bao-Jang Tseng 17



i 802.11 Network Infrastructure

ESS
STA 1 N — e
B551  [sTA> Q T

e

2009/11/24
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DS

TToxtal

IEEE SUZJCB
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i 802.11 Services

s Station Services
= Authentication, Deauthentication

= Privacy
= MSDU delivery

= Distribution System Services
= Association, Disassociation
= Distribution( route to 802.11)
= Integration( route to 802.x)
= Reassociation( hand-off, roaming)

2009/11/24 802.11 by Bao-Jang Tseng

19



i 802.11 Portal

Wireless network

L pplication

Presentatinn

HESS10N

TCP

IP

al2.11

IR

2009/11/24
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:ﬁOZ.ll Phy(1)

= Operate within the 2.4 GHz

= 802.11-base products do not require user licensing
(2.4GHz and 5G are ISM band )or special training

= FHSS(frequency hopping spread spectrum)

= DSSS(direct sequence spread spectrum)

= Operate within the 2.4GHz and 5GHz(54Mbps)
= OFDM(orthogonal frequency division multiplexing)
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ﬁOZ.ll Phy(2)

= FHSS and DSSS are fundamentally different
signaling mechanisms and will not
Interoperate with one another

= Spread-spectrum increase reliability, boost
throughput, and allow many unrelated
products to share the spectrum without
explicit cooperation and with minimal
Interference
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i 802.11 FHSS

= More security and without interfere
= 2d War
= 1600 hops/sec

= Limited speeds no higher than
2Mbps(hopping overhead)
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802.11 DSSS

Divides the 2.4 GHz band into 14
twenty-two MHz channels

= Adjacent channels overlap on another
partially, only 3 of 14 being completely
nonoverlapping

= No hopping
= 11-bit chipping-Barker sequence
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i 802.11

Data Rate | Code Length | Modulation | Symbol Bits/Symbol
Rate

1 Mbps 11(Barker BPSK 1 MSps 1
Sequence)

2 Mbps 11(Barker QPSK 1 MSps 2
Sequence)

5.5 Mbps 8(CCK) QPSK 1.375 MSps |4

11 Mbps 8(CCK) QPSK 1.375 MSps | 8

= BPSK-Binary Phase Shift Keying

= QPSK-Quadrature Phase Shift Keying
= Complementary Code Keying

2009/11/24
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Bandwidth of |
narrowband signal Bandwidth of Bandwidth of a FHSS
* 4 DSSS signal 4 frequency channel
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Figure 2.1 Narrowband radio, DSSS, and FHSS.
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Carrier frequency
DSSS wireless LAN DSSS signal

30 MHz or more 30 MHz or more

FHSS wireless LAN FHSS signal

.y ” = gy 4 % ';s’m .fn §, ffﬁ‘ % %
YYY YY) YYY [YYY)Y

" [aolsalsils2] - - Teelsdleal - - - [relzAzelrl
—-| +«— 1 MHz channel

Figure 2.10 Frequency channels for 2.4 GHz DSSS and FHSS
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802.11 DSSS Frequency

Pyl
‘ Channel ID | Frequency ( GHz) S e~ B | 7 o FIh
- 1 2.412 @ O O
2 2.417 O O O
3 2.422 O O O
4 2.427 O O O
5 2.432 @ O O
6 2.437 O O O
7 2.442 O O O
8 2.447 O O O
9 2.452 O O O
10 2.457 @ O O O O
11 2.462 O O O O O
12 2.467 O O
13 2.472 O O
14 2.484 O
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i ODFM spectrum

= 802.11b=802.119:2.4-2.4835GHz
(total:83.5MHz)(3 non-Overlapping CH)

= 802.11a:5.15-5.25GHz,5.25-5.35GHz,5.725-
5.825GHz,(total 300MHz) (12 non-
Overlapping CH)

= Center frequency:
5.18,5.20,5.22,5.24,5.26,5.28,5.30,5.32,
5.745,5.765,5.785,5.805

= Ch.36..Ch.161

2009/11/24 802.11 by Bao-Jang Tseng
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Data Rate 6,9,12,18,24,36,48,54 Mbps
Modulation BPSK, QPSK, 16-QAM, 64 QAM
Coding Rate 1/2,2/3,3/4
# of Sub-Carriers P
# of pilots 4
OFDM Symbol Duration 4 us
Guard Interval 800 ns
Sub-Carrier Spacing 312.5 kHz
3 dB bandwidth 16.56 MHz
Channel Spacing 20 MHz
2009/11/24 802.11 by Bao-Jang Tseng
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802.11

ode

= The wireless network consists of at least one access point
connected to the wired network infrastructure

e
sl cipasie™ ==
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802.11

Ad hoc mode

= It's a simply set of 802.11 wireless stations that
communicate directly with one another without using an
access point or any connection to a wired network

gt
F'.g;dg. pl 'E'E'ﬁ
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Wireless Mesh Network

= A hot research subject from 2001
= Using Ad hoc Network mode
= Routing protocol : OSPF

2009/11/24 802.11 by Bao-Jang Tseng
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802.11
i LLC & MAC

= LLC-Logical Link Control
= The same 802.2 and 48 bits addressing
= MAC Is different

s CSMA/CA(Carrier sense multiple access/collision
avoidance)

= By using explicit packet ACK, which means
an ACK Is sent by receiving station to
confirm that the data packet arrived intact.
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i IEEE Group 802
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Carry Existing Traffic

& Vawimhle 4
i T}'FIE
[iestination Source
Etfrermet ek (1P 1P packet FCS
s MAL | asos aee)
.--'r-‘il-- . ]___--"'---:I: -I_ T N j-.._.__----'-.._ Ij:ﬂ}. 5 T {-Ep_j_-_-.-l---'-' Hﬁﬂmﬁﬂm
MAC SNAF SMAP Comtred Erheemet tumnmel
F02.1h head DSAP | SSAP Type IP packet FLS
el oekh | owAA | o0 Ore00-00-F&
...— .-_—:
- 5 SHAF header .
AL SNAP SHAF Comtrol RFEC 1042
RFC 042 head O5hF S5AP encapsulation Typee IF packet FC5
e T -0
24 ar 30
SM&P SHAP Cantnel EBFC 1042
80211 HLTE AL DSAP | SSAP encapsulation Type IP packet FLS
[T Lt T ooald L) [ 1S R R
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802.11 Protocol Stack

L

L

C

P

C Point Coordination Function( infrastructure)

F

D

C MAC Header Frame Body ( 0—~2312 bytes) FCS

F _________

p | T

L -----------

C PLCP Preamble PLCP Header PSDU

P

: .

M DSSS FHSS IR

________ D | T/ T
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DSSS PLCP(physicaI layer convolution protocol)

PLCP Preamble PLCP Header
% ot

128 bits 16 bits | 8bits 8 bits 16 bits 8 bits

Frame
sync | rtFrame| gooor | service | Length | Check MPDU

Delimiter
Sequence
16-bit CRC

I& 1 alternating : synchronization purpose

2009/11/24

‘ Modulation type: data rate

#microsec. To transmit the MPDU

eserved

1111001110100000: define the beginning of a frame

802.11 by Bao-Jang Tseng
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DSSS PLCP(2)

’*-_E. symc | SFD | Signal [Service|Length| CRC MP DU
] 16 bits] & bits | & bits |16 bits|16 Il-i'l!i-I. {Variable) i

.......

[ 1Mbps DEPSK I iMbps DEPSK
' IMEps DOPSK |
: BEDL *5.5to 11 Mbps!

P .
short Preambie I.':LEP lﬂmd:-j-i- PLCP Header

E sync + SFD | Signal mrL:” Length| CRC ! MPDL |
56 bits'16 bits| 8 bits u:tm:s 16 bits 15m|si_[uamhle]:I

I 1Mbps DEPSK! 2Mbps PSK E2MEps DOPSK |
l'?' by 1 bps BN l';ﬁ.:rmum-n-ﬁ;

-

i i
=- FFDU -_;
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i Four Addresses of the Protocol

N
Client

2009/11/24

I”_ Wi

_-j’ )))) vf_-_

802.11 used as
Distribution System (DS)

802.11 by Bao-Jang Tseng

i

Server
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Four Addresses of the Protocol

Z

» Wireless Transmissions are funaamentally

point-to-point.
2 § £ b 2 £ 2312 {

Frame
Rady

= Four address fields to support distinction
between
= Transmitter
= Receiver
= Sender
= Destination

2009/11/24 802.11 by Bao-Jang Tseng 41



i 802.11 DCF &PCF

= DCF(distributed coordination function):

= A class of coordination function where the same
coordination function logic is active in every
stat/ion in the BSS

= Both Ad Hoc and Infrastructure mode

= PCF(point coordination function)

= A class of possible coordination functions in which
the coordination function logic is active in only
one station in a BSS

= Only Infrastructure mode

2009/11/24 802.11 by Bao-Jang Tseng 42



i 802.11 CSMA/CA

= SIFS(Short interframe space)

= Used for an ACK ,CTS, the second or subsequent
MPDU of a fragment burst, and by a STA
responding to any polling by the PCF.

= PIFS(PCF interframe space)

= STAs operating under the PCF to gain priority
access the medium

= DIFS( DCF interframe space)

= STAs operating under the DCF to transmit data
frames and management frames
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802.11 Access Priority

|mmediate access when medium

is free >= DIFS

DIFS
™

Contartion Window y

PIFS

DIFS
‘ Busy Medium E"

/ Iégfv::rléqif’l'-‘n"n'indn::w / Next Frame

—»

Defar Access

‘I Slot time

Select Slot and Decrement Backoff as long

2009/11/24

as madium is idle

Figure 51—Basic access method
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i 802.11 Contention Window

s Backoff Time = Random * a SlotTime

255 D55

VW max
127
53
31

Gwmin | 7 2]

T

F
| + Third Ratransmisslon
Second Retramamiasion

__ First Retransmissic
Initial falomeremission
2009/11/4"‘ ouvc..11 Uy DaAau-Jal |g 1 O¢CI |y



‘L 802.11 Backoff procedure

DIFS
Station A _Frame | | 1ndow
. Dofar
Staon B_j¢ " 4| Bada B o ]
StaionC |38, Frame | C¥indow _
Station D|, Defer | Frams ] |-CWindow
Statiun E “If.ih_l_‘ Frlm' Ml
[
CWindow = Contention Window
[ = Bacioff
] = Remalning Backod!

Figure 52— Backoff procedure
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2| 802.11 RTS/CTS(Optional)

DIFS

sre RTS Data

| |<—>‘

SIFS SIFS SIFS
Dest CTS ACK
——
DIFS |/ / / P
Other NAV (RTS) j?ﬁﬂﬂbﬂﬂnnﬁﬂnqu
NAY {CTS)
" e
Cefar Accass Backoff After Defer

2009/11/24
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Figure 53—RTS/CTS/data/ACK and NAV setting
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i Hidden sender problem

2009/11/24 802.11 by Bao-Jang Tseng
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i 802.11 MSDU/MPDU

» MSDU: Mac Service Data Unit

= MPDU: Mac Protocol Data Unit

M3DU
MAC C| | mac c MAC Cl | mac c
HDR | Frame Body g HDR | Frame Body E HOR | Frame Body g HpR | Frame Body g
Fragment 0 Fragrment 1 Fragment 2 Fragment 3
2009/11/24 802.11 by Bao-Jang Tseng
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i 802.11 Mac Frame Format

= Mac frame format

Oiohertn: 2 a 1] ] 3 2 L - 2392 4
- —
Frama Diuraficent Sadierine Frame
Canire D Addross 1 .i-.n-:nnz:i.-:.ddr.-.z. Caranl | | fodress 4 Body Fg
- -
MALC Header

s Frame Control field

By Ei|az Hipd HF HEK b Ak B B1E 8% Bi4 BB

1
Protooal | 7o | From | Wore Bur | Mom
arakn Tips |I Sublype | p& | D8 | Frag F-lh?lm \nm WEP | Cirdder
& - ke | L L e e b e e e
Hita: # a3 4 i i i | | 1 1 |

2009/11/24 802.11 by Bao-Jang Tseng
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i 802.11 Mac Frame Type

s Data
»« Handled via the MAC data service path

= Management

= Handled via the MAC Management Service
data path

= Association request, Authentication...

= Control
= RTS, CTS, ACK, Power Save-Poll...

2009/11/24 802.11 by Bao-Jang Tseng
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802.11 PCF Transfer
Procedure

Contaentlon Free Repetltion Interval >
Contention Frea Period
SIF8 SIFS SIFS PIFS SIFS
> > — e i
| Beacon| | D1+poll e I epa e = >
L2
M +ack -t 41+ack t nd Dx = Frames
— o — — - aent by Point
PIFS SIFS SIFS No SIFS Coordinabor
reaponae Ux = Frammss
B eRPal Regot NAY aent by pollad
Y atations
NAV
t CF_Max_Duration
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802.11 DSSS vs. FHSS

DSSS FHSS
Systems Collocation 3 26(15)
Noise and Interference X O
Immunity
Multipath Immunity X O
Throughput O X
Form Factor X O
Power Consumption X O
Cost X O
2009/11/24 802.11 by Bao-Jang Tseng 53




i 802.11 Multipath Problem(1)

2.4GHz ~7.4cm wavelength

5GHz ~3.8cm wavelength

*Inter-Symbol Interference
*Out-of-phase impulses garble signal

2009/11/24 802.11 by Bao-Jang Tseng
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>< guard

symbol

X guard

X guard

symbol

X guard

Multipath component that does not cause |S]

X guard

symbol

X guard

Multipath component that causes (S|

Figure 4 : Guard Time and Cyclic Extension - Effect of Multipath
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802.11 Multipath Problem(2)

Transmitted '
data signal .

Shifted copy

of signal in
FHSS

Shifted copy
of signal in I — —

D588 G‘UD‘1(!'1(!‘(]‘1[!0‘[1[]‘1[]‘1(30'@‘(1‘00‘1[}'1
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i Hot spot problem?

= — [ IR 7601 * 14, = {iaphLp
[ AR éEJ?
= Solution 1: maximum users =20/ap ?

= Solution 2: access management system
Is controlled by switch =>load balance ,
=>deassociation, deauthentication

s traffic balance or user balance?

2009/11/24 802.11 by Bao-Jang Tseng 57



Approaches to Noise and
i Interference

= ldea: Send stronger signals

= But . ..
= Signal strength capped by government
« Everyone raises their voice
= Noise can be really strong
= Requires more power

2009/11/24 802.11 by Bao-Jang Tseng
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802.11 DSSS
(Frequency usage example)

= -""-'___-"'-\.\, ..-.__. ____\_-h""-\-\. Hh'\.

e , . S Ty
¥ f.“’_______:ﬁ‘ﬂ. : L NN ‘-.,
(/NN TN
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37— RWLAN AR :

GRETunnel F==—=——————————————————————-——-—- |
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Server

s #73|AP &2 WLAN switch & i 453 DHCP Server

= 1. AP ¥ S R T g port! . AP r1PoEik 7,3 B~
DHCP address (& #.3g L% 7% #).

s 2. AP 3 % #E- WLAN switch =% (02 DNS & IPg 7))

= 3. AP j£WLAN switch B~ OS 11 % % %4, & AP WLAN switch
Z2_ ¥ z£ = GRE tunnel.

s 4. #77% hclient @43 20 -5 AP GRE$1 % & 4%:% i switch } |+
A % LAYER2 ¢ LAYER3 # 3 WAN =2 4]

o 5. AP S LA, N IR AL T %,k R
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Wireless Setup Notes

= Login/Logout pages
= PAP/CHAP(RFC1994)/EAP(RFC2284)/Radius(a
ccounting)/LDAP

= |PSec(DE3,3DES,AES) < avoid hacker

= CA replacement

= 802.119g speed pull down by 802.11b

= AP supports 802.1x/Outdoor or indoor/POE?

= 802.11a backbone// 802.11b/g access

= Fat AP / thin AP+controller(location mobility..)

2009/11/24 802.11 by Bao-Jang Tseng 62




i 802.11b/g exp

APg:ON, APb:OFF(or ON), USERg:ON, USERb:ON->OFF(no download)
7Mbps up to 17Mbps.

. | Queve Sonree | Global Quene Connections | Speed

Speed (Timer: 15

Transtars

Tncoming: 775 ME Outgoing: 0 @{TCE M Indpeed: 200 MBl W Onut Speed: 0 @iITTiES

“1Local Browser 1 3140.112.3.99

TR

» SmartFTP w1 0 % kR ET e Bﬁﬁl- Q})--“ ®q
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ome Entity Visited Entity

g Server e = — Roinlng Server
- = ~y
& =
AAA-RADIUS AAA-RADIUS
System System
Authentication Authentication
Authorization Authorization
Accounting

Accounting I

Information Information /

Access N
Controller —
\

7
- {lAP

¥/

Hot Spot

WIRELESS ACCESS POINT

Hot Spot
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i FE [ AT

= http://quide.cc.ntu.edu.tw

= SNMP to find user connected AP
= Precision: 50m

= In NTU wireless login pages

= Don’'t need authentication
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Login page

o S WICEBE SRR P B R MR IR

I $a AT P PR IR A

GITIFIEE A b
Gn i RaR TR

MEsE - (BO0123456 ol

ﬁg = %.......

You need NTU CC account and password

SHEEERFEEFEFFINTY Campus Tourd
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i Future working

= MIMO :Multiple-Input Multiple-Output
= 802.11n

= WIFI phone:
= NAT,Authentication,Quality problem
s GIS system.

= Roaming between different GATEWAY
or lan.

2009/11/24 802.11 by Bao-Jang Tseng
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Pure IPv6 wireless VolP communication
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aEELFE A W T3 ¢ AD(Active
)1rectory,Mlcrosoft)

LDAP(Lightweight Directory Access
Protocol, SUM), RADIUS

= Ma1l ~ FTP ~ File system ~ Wireless
Lan ~ Single Sign-On ~ VPN % 7 "a¥k
FEMREL T
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i Free Radius

m http://freeradius.org/

= The world's most popular RADIUS
Server

= Version 1.1.34 x #vista peap,Version
2.X. X3 FZwimax

s O & 3K T A% 7 radiusd.conf clients.conf
proxy.conf sgl.conf(mysql) eap.conf

= DB: mssql.conf postgresgl.conf
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i radiusd.conf

= Define the following

= Ports for authentication/accounting are
1812/1813

= PAP/CHAP/UNIX/EAP/MSCHAP/LDAP..
= digest for SIP
= Directory definition: sysconfdir, raddbdir,
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proxy.conf & client.conf

|

. realm ntu.edu.tw {

. type = radius

. authhost = ntuRadius:1812

. accthost = ntuRadius:1813 .

- secret = abcd Cllent NTU_NAS{

- secret = abcd
shortname = NTU_NAS

. realm NULL { —

. type = radius }

. authhost = ntuRadius:1812

. accthost = ntuRadius:1813

. secret = efgh

-}

. realm DEFAULT {

. type = radius

. authhost = RoamingCenter:1812

. accthost = RoamingCenter:1813

. secret = ijkl

. nostrip

-}
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sql.conf & eap.conf

= sgl{

n server = "localhost”

n login = “abc"

n password = “def"

n # Database table configuration
n radius_db = "radius"

tls {

private_key password = whatever
private_key file = ${raddbdir}/certs/demol.pem
certificate_file = ${raddbdir}/certs/demol.pem
# Trusted Root CA list

CA file = ${raddbdir}/certs/demo2.pem

‘?EU%%E}%%@PE‘}TjJ,ﬁ%EE'Jdebug mode: radiusd -X
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